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Executive Summary

The continuing digitalization of Operational Technology (OT) networks, including Electri-
cal Power and Energy Systems (EPES), has brought significant advantages in reducing the
deployment and operational costs, ease of maintenance, and improved management, but at the
same time it also introduces new challenges in terms of network security, due to the fact that
cyber resilience has not been the consideration in the initial design stages. Moreover, network
operators are reluctant to retrofit state-of-the-art cyber security solutions in their existing OT
network infrastructures, realizing associated risks, especially the increased complexity of de-
ploying the cyber security solutions that could negatively influence network availability, which
is the prime priority. This could also result in a lack of Information Technology (IT) net-
work monitoring as Supervisory Control and Data Acquisition system (SCADA) is devoted
specifically to monitor the physical processes and not the underlying I'T network.

The COoperative Cyber prOtectiOn for modern power grids (COCOON) project is address-
ing this lack of measurement, monitoring and control with the aim of improving the protection
of OT networks, specifically EPES networks. This is achieved by implementing a programmable
networking device i.e., COCOON Programmable Node (CPN), which will run customized net-
work functions in a safe and secure manner. Such a solution allows implementation of various
high-level services such as Anomaly Detection (AD), False Data Injection Identification (FDII)
and Deep Reinforcement Learning (DRL)-based attack mitigation transparently in the net-
work. The CPN implemented on a single networking device, such as a switch, does not require
any modifications in the network topology and therefore retrofit the security features in the
existing OT networks, while its programmability makes the solution future proof with the ease
to modify or replace the supported network services.

This deliverable, D1.1: Measurement, Monitoring & Control, focuses on the lowest layer of
the project i.e., the computer network, which fundamentally forms the foundation for the CPN.
Firstly, the baseline concepts of International Organization for Standardization / Open Systems
Interconnection (ISO/OSI) and Transmission Control Protocol / Internet Protocol (TCP/IP)
models are highlighted in general and in relation with EPES communication protocols used in
the project. Terminology of these models will be used thorough the rest of the project, since
all services implemented in the CPN needs to interact with network parameters from various
ISO/OSI layers. Thus, ensuring that the project partners will use a common terminology which
will improve team effectiveness and reduce errors.

Secondly, the architecture and properties of the lowest CPN layer, the Control Measurement
and Monitoring Layer (COMML), are presented based on the requirements gathered from
the project partners. The detailed description of the technologies to be used for COMML
implementation are also described herein.

Finally, the last two sections are devoted on describing the COMML measurement, mon-
itoring and instrumentation properties. The section focusing on the COMML measurement
and monitoring properties presents concepts of passive and active network measurement and
sheds light on the general and EPES communication protocols in terms of their structure and
parameters associated with the COMML. COMML parameters are crucial for the formation
and instrumentation of high-level services present within the COCOON Cybersecurity Services
Layer (CSL). Hence, the CPN algorithmics section elaborates on how these services can be used
for managing the network and examples of Machine Learning (ML) and DRL-based algorithms
suitable for the COCOON scenarios.
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1 Introduction

The COCOON project follows a bottom-up, systems-oriented methodology, and this de-
liverable, first within WP1, is laying out the necessary background information and concepts
related with the lowest layer - the OT network. The network is responsible for providing reli-
able and fast communication service between all devices, including smart power grid devices.
Unfortunately, computer networks were not designed with security in mind and retro fitting
security requires various middle box devices and tedious configuration. The COCOON project
takes a different approach by introducing a programmable network device called the CPN.

CPN will provide an abstraction layer between low-layer network operations and high-layer
cyber security services. The original high-level CPN architecture as described in D4.1: CO-
COON Development Blueprint is shown in Figure 1.1. This architecture shows the conceptual
functionality of the CPN divided into three layers. Note that this architecture does not reflect
a real implementation on devices - top two layers can be either deployed locally on the CPN,
or remotely on a server.
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Figure 1.1: Initial architecture of CPN

The top layer, CSL, hosts services responsible for network monitoring and control. This will
include services such as AD and threat mitigation. Services can be written in any programming
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1.1. SCOPE OF THE DELIVERABLE C‘OCESON

language and can run in different virtual machines, or containers. The next layer, Instrumenta-
tion and Orchestration Layer (IOL), translates network operation requirements (intents) from
CSL to Micro Network Function ( NF). For example, the AD service will need real-time in-
formation about traffic flows including source and destination Medium Access Control (MAC)
addresses. The IOL will decompose this requirement into a micro network function(s) which
will log this information. Depending on the logic complexity, the service might need to be de-
composed to multiple functions. In the AD example, it could be one for collecting timestamps
and MAC addresses, another one for collecting data payload values, and finally the last one for
forwarding the message further in the network.

Finally, the lowest layer, COMML receives and installs the NF into its Programmable
Data Plane (PDP) pipeline and performs corresponding network traffic operations such as send
and receive traffic. This will be implemented with the use of flexible PDP technology which
will support deployment on diverse set of devices including whitebox programmable switches
and low performance Single Board Computer (SBC).

This deliverable describes COMML functions and operations including its architecture,
network functions chaining, and basic packet level primitives such as interaction with commu-
nication protocols (values parsing) and storing and providing network data.

1.1 Scope of the deliverable

The scope of this deliverable is focused at control, measurement and monitoring properties of
the COMML. Section 2 explains general and specific concepts critical for COMML functionality,
such as computer networks operations.

Section 3 describes PDP paradigms - mainly Software Defined Networking (SDN), Pro-
gramming Protocol-independent Packet Processors (P4), and extended Berkeley Packet Filter
(eBPF). This section explores all the main approaches for the data plane programmability
and describes the technology selected for the CPN implementation - eBPF utilizing the SDN
architecture. Next, related concepts which will support the implementation are described,
specifically Network Function Virtualization (NFV) and network function chaining. The final
part describes COMML properties: eBPF features and eBPF packet level primitives. This
provides context for the following work.

The COMML measurement and monitoring properties presented in Section 4 describes
header structures for all common and EPES communication protocols used in the project.
This includes composition of various protocol structures and high-level services requirements
to interact with specific protocol header fields.

Section 5 presents CPN algorithmics and COMML control instrumentation on several ex-
amples of ML-based mitigation services.

This deliverable does not cover any aspects connected with detailed implementation of the
CPN architecture including COMML and IOL. This will be the main objective of the deliverable
D4.2: COCOON System Architecture.

1.2 Relation with other work packages and tasks

This section provides the deliverable’s purpose in relation to other tasks, deliverables and

WPs within the project. This deliverable utilizes outputs from the deliverable D4.1: COCOON
Development Blueprint, and tasks T1.2: Threat Models and T1.3: Vulnerability Assessment as
shown in Figure 1.2. The system requirements defined in D4.1 play the main role for this deliv-
erable as they formed a basis for selecting the appropriate technology for CPN implementation.

12



1.3. METHODOLOGY C‘OCESON

K WP1: Cybersecurity algorithmics \
T1.4
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\_ WP4: CPN Development )
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requirements and integration

kdeployment procedures/

Figure 1.2: The relationship of D1.1 with other tasks, deliverables and WPs

The output of this deliverable will be utilized in task T1.5: Threat Mitigation Strategies and
more importantly in T4.2 leading to the next deliverable - D4.2: COCOON System Architecture,
which will describe CPN architecture with details of both COMML and IOL.

Moreover, this deliverable will provide meaningful operational properties for control, mea-
surement and monitoring in intra-domain EPES setups to be used in the context of vulnerability
assessment and risk profiling (T1.2, T1.3).

1.3 Methodology

The methodology used for this deliverable combines offline and online discussions between
partners with the goal of identifying network requirements of CSL services such as AD and FDII.
Furthermore, comments from partners responsible for pilots implementations were considered
for selecting appropriate technology for the CPN implementation.

Partners were highly involved in developing communication protocols section and for iden-
tifying header data fields needed for the CSL services as prepared by University of Glasgow
(UGLA). Specifically, TU Delft (TUD) provided expertise on Generic Object-Oriented Substa-
tion Event (GOOSE) and Sampled Values (SV) protocols, Aristotle University of Thessaloniki
(AUTH) provided expertise on the IEC 60870-5-104 (IEC104) protocol, and Ingelectus (ING)
and University of Sevilla (USE) provided expertise on the Modbus TCP/IP protocol. In sum-
mary, this deliverable was written in a collaborative effort following an iterative development
approach with several online meetings for feedback.
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2 CPN networking fundamentals

This section describes the basic operation of computer networks and EPES communication
protocols used in the project. The ISO/OSI and TCP /IP models are introduced as they provide
conceptual and realistic explanation of computer network operations. The EPES communica-
tion protocols described in this section will be further expanded upon in Section 4.3 which will
explain how data fields of these protocols will be used in the COMML layer of the CPN by
services from the CSL.

2.1 Introduction to computer networks

A computer network is an interconnection of computers and other end devices such as
servers and printers that can communicate with each other using common communication
protocols. Computer networks are now being utilized in digitalized OT networks including
digital substations where they are interconnecting devices such as Human Machine Interface
(HMI), Intelligent Electronic Device (IED) and Merging Unit (MU). These devices are then
considered to be end devices from the network perspective, as they represent the analog/digital
boundary. Similarly, OT networks are also used in other EPES applications such as renewable
power plants and energy communities where field devices, e.g. PV inverters, communicate with
centralized controllers, e.g. Power Plant Controllers (PPC) or control center.

This section briefly introduces some basic concepts of computer networks which will be
utilized in the remaining chapters of this deliverable as well as throughout the project.

2.1.1 1SO/0SI model

The ISO/OSI model [1] is a reference model which describes the functionality of computer
networks. This model also applies to digitalized OT networks including digital substations,
renewable power plants and energy communities. The seven layers architecture of the model
is shown in Figure 2.1. The left part presents all the layers, numbered from the lowest one,
while the right part depicts how data are structured on every layer with the correct datagram
terminology for three main layers.

ISO/OSI Model Datagrams
7. Application Layer Data
6. Presentation Layer Data
5. Session Layer Data
4. Transport Layer Segment [ Data
3. Network Layer Packet [ Data
2. Data Link Layer Frame ( [ Data D
1. Physical Layer Bits

Figure 2.1: The relationship between ISO/OSI model layers and datagram structures

14



2.1. INTRODUCTION TO COMPUTER NETWORKS C‘OCE;ON

The main functions of each layer are as follows:

7. Application layer is responsible for providing an interface for user interaction.

6. Presentation layer translates data from an application to a network format. This might
also include encryption and decryption.

5. Session layer establish and maintains a communication session between the endpoints.

4. Transport layer provides flow and error control. This includes data transfer at optimal
speeds based on current link capacity.

3. Network layer is responsible for routing messages between source and destination based
on logical Internet Protocol (IP) addresses.

2. Data Link layer forwards messages on a local network based on physical MAC addresses.
It also checks if the received message was not damaged during the transit.

1. Physical layer represents data in form of zeros and ones and is responsible for physical
transmission.

Communication between two applications on separate devices follows a strictly defined pro-
cess of traversing through the seven layers (some layers can be skipped, depending on the
application requirements). This process is called encapsulation and decapsulation. Encapsula-
tion is done on the sender device, and it involves appending every layer header field information
to the original data as shown by colored boxes appended in front of data on the right side of
the figure. Decapsulation (unwrapping) is a process executed on the receiver device. Header
fields are sequentially removed before the data is delivered to the correct application.

EPES communication protocols are using the same ISO/OSI model and they are inserted as
a payload (data) into one of the layer headers. Protocols operating on the Local Area Network
(LAN) use the data link layer as they do not require functionalities of the layers above, but are
time sensitive. Protocols communicating over the Wide Area Network (WAN) use the transport
layer as they need to be routed outside LAN and require reliable delivery.

2.1.2 TCP/IP model

The ISO/OSI model is only a conceptual model and for practical implementation, TCP/IP
model is being used instead. It abstracts from presentation and session layers as their func-
tionalities are handled by the application layer. Figure 2.2 shows the mapping between these
two models and examples of general protocols for every layer. Finally, EPES communication
protocols are shown on the right side aligned to appropriate layers of the models.

15



2.2.

EPES COMMUNICATION PROTOCOLS t‘ocﬁfJN

ISO/OSI Model TCP/IP Model General Protocols EPES Protocols
7. Application Layer
HTTPS
. Application TLS
6. Presentation Layer Layer DNS
5. Session Layer
IEC104
4. Transport Layer Transport Layer TCP, UDP Modbus TCP/IP
3. Network Layer Network Layer IPv4, IPv6
2. Data Link Layer Network
. GOOSE
Access Ethernet, Wireless Y
1. Physical Layer LEVEE

Figure 2.2: Mapping between ISO/OSI and TCP /IP models and their protocols

The main functionality of the TCP/IP layers is as follows:

1.

Network access is composed from physical and data link layers of the ISO/OSI model.
Datagrams on this layer are called frames. This layer is responsible for delivery on the
LAN. It uses physical MAC addresses for forwarding between devices. The layer performs
a frame check sequence to verify that the frame was not damaged during the transit.

Network layer is composed from the same layer in the ISO/OSI model. Datagrams on
this layer are called packets. The layer is primarily responsible for delivery on the global
scale. It uses logical IP addresses for routing between destinations. It is also responsible
for discarding looped packets and providing Quality of Service (QoS).

Transport layer is composed from the same layer in the ISO/OSI model. Datagrams
on this layer are called segments. The layer is responsible for delivering data to correct
applications on a single device. It uses port numbers to distinguish between different
applications. The most widely used protocols on this layer are Transmission Control
Protocol (TCP) for reliable delivery and User Datagram Protocol (UDP) for time sensitive
applications.

Application layer is composed from session, presentation and application layers of the
ISO/OSI model. This layer handles the applications which need to interact with appli-
cations on another devices.

2.2 EPES communication protocols

EPES is a complex system composed of electricity generation, transmission and distribution
power networks. EPES relies on various digital OT communication protocols which are all
implemented in specific layers of the ISO/OSI model - most often either layer two (data link),
or layer four (transport). Data of these protocols then represents the application layer. This
can be for example value reporting to the SCADA. Note that when these protocols are talked
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about, they are always considered to be protocols on the corresponding ISO/OSI layer (data
link or transport) and never application layer protocols.

CPN converges IT and OT as long as the communication protocols follow the ISO/OSI
model architecture and from COMML perspective, any such communication protocol can be
used for measurement, monitoring and control.

This section is focused on communication protocols used within the COCOON pilots, which
represents frequently utilized EPES communication protocols in real infrastructures. Note that
the CPN architecture will be generic and able to operate with any standardized Internet-enabled
EPES communication protocol, provided that an appropriate NF will be developed.

2.2.1 IEC 61850 GOOSE

The GOOSE protocol is part of the IEC 61850 standard [2| that forms the backbone of
digital substations. GOOSE is used to communicate critical intra-substation events in real time,
e.g., tripping commands between two or more protective relays or IEDs using Ethernet layer-2
multicast. The payload of a GOOSE message typically contains circuit breaker statuses, switch
controls, block commands, etc. Under normal operating conditions, all GOOSE messages are
communicated within a predefined time range of 100 to 5000 milliseconds (about 5 seconds).
Since GOOSE is a non-acknowledgement-based protocol, this regular heartbeat is to ensure
that the communications are healthy and can be used in case of events. With every outgoing
GOOSE message, the sequence number field is incremented by 1 and has a maximum value of
232 (unsigned 32-bit integer) before rolling over to 1. When a substation event occurs, e.g., a
trip signal, the update rate of the new GOOSE messages is statistically increased to ensure that
the message is successfully delivered. This event mode has a time range of 0.5 to 5 milliseconds.
Furthermore, the status number is incremented by one and sequence number is reset to zero.
These fields and the data payload of a GOOSE message will be summarized in Section 4.

GOOSE protocol follows the publisher-subscriber communication mode which is based on
layer 2 multicast for delivering the message from the source (publisher) to multiple destinations
(subscribers). This mode is mostly used for communication between IEDs. The mode is detailed
in Figure 2.3, which shows that three subscribers are receiving the published traffic, while two
devices depicted in red color are not. CPN in this example acts only as a forwarding device -
a network switch.

CPN

DA

Publisher —>» [ » Subscriber 2

sV
Figure 2.3: TEC 61850 publisher-subscriber communication mode

2.2.2 |EC 61850 Sampled Values (SV)

The SV protocol, defined in IEC 61850 9-2 3], is used for reporting physical measurements,
e.g., voltages and currents, which are converted from analog to digital values at the source. Like
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GOOSE, SV follows the same publisher-subscriber mode based on layer-2 Ethernet communi-
cations, where each subscriber is listening to a particular publishing MAC address. A typical
SV frame contains 8 signals - 3-phase voltages and currents along with the neutral voltages and
currents. The typical update rate of an SV stream is 80 samples/cycle. This corresponds to a
data-exchange rate of 4.8 and 4 kHz for a 60 and 50 Hz system, respectively.

2.2.3 1EC 60870-5-104

IEC104 is a widely used standard in the field of industrial automation, introduced to fa-
cilitate reliable and efficient communication between various control and monitoring systems
within EPES, such as Remote Terminal Unit (RTU), metering infrastructure, and electrical
line switches [4]. Its distinct characteristic is the ability to support various types of exchanged
messages, including monitoring, control, and configuration data, thus ensuring interoperabil-
ity and seamless integration across different systems and vendors. Furthermore, it leverages
the TCP/IP suite to provide robust and scalable real-time data exchange over wide-area net-
works with reduced infrastructure requirements. For these reasons, several Distribution System
Operator (DSO) of EPES are using this protocol in their modern SCADA systems.

The protocol follows the client-server communication mode shown in Figure 2.4. This mode
establishes a connection between the source (client) and the destination (server) and uses bi-
directional communication for data exchange.

> Server

Client <> <
IEC104 [
Modbus TCP/IP

Figure 2.4: Client-server communication mode

2.2.4 Modbus TCP/IP

Modbus is one of the communication protocols widely used in the industry for the trans-
mission of information between electronic devices [5]. The original protocol, known as Modbus
RTU, operates over RS-232 or RS-485 serial lines, allowing point-to-point communication or
multipoint networks in industrial environments. Later, through the Ethernet technology, this
protocol evolved to Modbus TCP/IP, used for communications over TCP /IP networks.

Same as in case if IEC104, Modbus TCP is a client-server (master-slave) mode, where
the client initiates communication requests and the server responds to these requests. Each
Modbus TCP message contains a Protocol Data Unit (PDU) that is encapsulated within a
TCP/IP packet. This encapsulation allows Modbus data to be transmitted over Ethernet
networks, benefiting from its high-speed capabilities and flexibility.

The Modbus TCP protocol is addressed based on the IP addresses of devices communicating
over an Ethernet network, using port 502 as the default port for data exchange. This protocol
allows the transmission of Modbus messages encapsulated in TCP/IP packets.
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3 COMML architecture and properties

COMML is part of the three layer CPN architecture as shown in Figure 3.1. As it is the
layer responsible for physical manipulation with the OT network traffic, it is the only layer
which has to be implemented on the CPN. IOL and CSL can either be implemented on the
node, or on a remote device where they can manage multiple nodes.

The main functionality of COMML is traffic measurement, monitoring and control, which is
done based on the instructions from higher layers. For this purpose, two different Application
Programming Interface (API) are used in the architecture: northbound and southbound.

Server

CPN Cyber Security Layer (CSL)

L Sipm
1+ b+ O+ DRL O+
D o @ Mitigation Service n

Northbound API
I0OL (Instrumentation and Orchestration Layer)
Service eBPF uNF . . Linux header
Libraries )
Broker source codes files
——————

Southbound API
COCOON Programmable Node

COMML (CPN Control Measurement and Monitoring Layer)

eBPF

eBPF uNF pipeline Tables

Figure 3.1: COMML architecture in relationship with other layers

This section describes architectural requirements for the COMML, technologies which will
be used to implement the architecture and its main properties. This includes PDP, SDN, NFV
and network function chaining.

3.1 COMML architecture requirements

This section summarizes architecture requirements from the information exchange and ap-
plication perspectives. Information exchange requirements are defined by used EPES protocols,
while the application requirements are defined by supported services in CSL.

3.1.1 Information exchange requirements

Information exchange requirements are defined by the communication protocols used within
the COCOON project, but they are generalized enough to be also applicable to other EPES
communication protocols.
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Communication modes

COMML will need to support various communication modes including the publisher-subscriber
explained in Section 2.2.1 and client-server explained in Section 2.2.3. While the client-server
mode support requires a simple forwarding functionality, the publisher-subscriber modeuti-
lizes layer 2 multicast delivery. This is different from layer 3 multicast, where IP addresses
in a range 224.0.0.0 to 239.255.255.255 represents multicast addresses. In layer 2 multicast,
MAC addresses have to be used instead of IP addresses and their range is 01:00:5e:00:00:00 to
01:00:5e: Tf:AT:Af.

Most layer 2 devices of traditional networks - switches - treat layer 2 multicast as broad-
cast and simply forward such traffic to all the ports except the receiving one. COMML can
implement either this functionality, or complete multicast forwarding.

IEC 61850 GOOSE

The main requirement of the GOOSE protocol on the COMML is minimum latency of
processing which must not exceed 3 ms end-to-end. This is measured between a publisher and
every subscriber. For this reason, all the COMML operations has to be executed well below
this boundary, as processing by the sender and receivers counts to the limit too.

IEC 61850 Sampled Values (SV)

The SV protocol is not as latency sensitive as GOOSE, but the messages are sent with
high frequency of up to 4.8 kHz. This corresponds to 0.2083 ms interval between every SV
message. With the average SV message length of 120 bytes [6], this generates 0.576 Mbps
traffic. COMML must be able to process multiple of such streams simultaneously while having
enough reserve for additional protocols used in the network.

IEC 60870-5-104

The CPN node will be equipped to handle the IEC104 communication protocol, as this
standard is used in the majority of European Union (EU) DSOs and therefore is a strong
requirement within the CPN COMML. This is also reflected in the pilot related to the energy
community that is located in Chalkidiki, Greece, where the Greek DSO, HEDNO, monitors
and controls the corresponding Photovoltaic (PV) plants and adjacent network elements, e.g.,
line switches, of the energy community via SCADA using the IEC104 communication protocol.

The EPES data that will be monitored by the CPN node include the following:

1. Voltage magnitudes at the point of interconnection (POI) of each PV plant with the
distribution grid.

2. Current magnitudes injected by the PV plants to the distribution grid.
3. Active and reactive power at the POI of each PV plant with the distribution grid.

4. Active and reactive power flows though specific monitored elements within the distribution
grid, e.g., line switches, as well as the corresponding voltages and currents.

5. Active and reactive flows at the primary substation, as well as the corresponding voltages
and currents.

The delivery frequency of the above data depends on the timescale of the Ancillary Ser-
vices (AS) that the energy community provides to the distribution network. In the frame of
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COCOON, two AS types will be examined, i.e., voltage-related and frequency-related AS. The
former operates on a relatively slow timescale, e.g., every 5 min, while the latter requires a fast
response, e.g., less than 1 s. Therefore, the delivery frequency shall be less than 5 min and 1 s
(ideally less than 0.5 s) for the voltage-related and frequency-related AS.

Modbus TCP/IP

The purpose of this section is to provide a comprehensive guide on the use of the Modbus
TCP/IP communication protocol in the management and operation of PV plants. It provides
a detailed and practical view of how this communication protocol facilitates the interaction
between the various equipment that makes up a PV plant, such as the Power Plant Controller
(PPC), PV inverters, power meters, and monitoring and control systems.

A) Equipment involved. Different devices using Modbus TCP exist in PV power plants.
The most relevant ones are the following:

e PPC.

e SCADA.

e Power Meter.

e Weather station.

e PV inverters.

e PV inverter logger.

e Control Center.

Depending on the type of PV inverter installed in the plant, communication between the
equipment may vary as shown in Figure 3.2. PV inverters can be widely classified into central
and string inverters. A central PV inverter is usually characterized by a unique power electronics
stack that injects the power to the system. In this case, the central PV inverter directly
communicates with the PPC. On the contrary, string inverters are composed of several power
electronic stacks injecting the power to the system. In this case, the communication front-end
of the set of string inverters is the so-called PV inverter logger, which aggregates the power
injections and coordinates the individual actions of each inverter. Note that the communication
between the PV inverter logger and the PPC is Modbus TCP but, internally, the communication
between the string inverters and the PV inverter logger is Modbus RTU.

Control
Center

S e Modbus RTU

Modbus TCP/IP

Modbus TCP/IP

Control
Center
J
————— Modbus RTU e

e -

//// .
SCADA % PPC ‘—{ Inverter

Weather
Station
e

L String
PPC ‘ Logger % -{ e e

Power
Meter

Weather
Station

y,

. /

| Power Plant |_ L !\ PowerPlant | ¥

Figure 3.2: Required communication to be addressed by the CPN between PV plant components
depending on the PV inverter type: central inverter (left), string inverter (right)
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B) Information types. The information exchanged between the different equipment in a
PV plant through the Modbus TCP protocol can be classified into the following types:

e Measurements: values of physical quantities measured in the plant: active power, reactive
power, apparent power, voltage, current, frequency and atmospheric measurements such
as temperature and irradiance.

e Setpoints: control references sent from the PPC to the PV inverters for the management of
the PV plant as a single controllable unit seen from the PV plant Point of Interconnection
(POI).

e Status signals: status of the different elements of the plant, indicating, for example, alerts
or status of the elements.

Read or write frequency times depend on the type of information sent or requested. For
example, the average read/write times for different types of messages are approximately around
the following values:

e POI measurements: 50-100 ms.

PV inverter setpoints: 0.5-1 s.

Atmospheric measurements: 1 s.

Status: 1 s.

o Alerts: 1 s.

3.1.2 COMML application-level requirements

Application level requirements are defined by the services used in CSL. These will include
AD, FDII and threat mitigation. These services requirements on COMML will be in the form
of: (i) data measurement and monitoring, such as to collect specific protocol values; (ii) traffic
control, such as to drop a defined traffic flow. Specific measurement and monitoring requirement
for every service are described in Section 4 while the expected traffic control requirements are
shown in Section 5.1, but they will be defined in more detail in the following work.

3.2 COMML architecture: PDP paradigms

The most important architectural decision of the CPN is the technology for the PDP. This
section presents the basic terminology around PDP and explains how the main PDP paradigms
relate to the selected technology for the COMML implementation.

3.2.1 Traditional computer networks

Traditional computer networks are composed of dedicated hardware devices with fixed-
function architecture. These are typically mainly focused on a single function such as filtering,
routing or forwarding. Nowadays, the more advanced devices can perform more functions at
the same time, but due to the software and architecture limitations, they will always have to
compromise between performance and functionality. The most common examples of computer
network devices are:

e Switch performs line-rate forwarding on a LAN.
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Router performs routing between different networks such as LAN to WAN.

Firewall filters traffic.

Intrusion Detection System (IDS) analyses traffic and searches for anomalies.

Gateway connects networks of different technologies (for example wired to wireless).

The architecture of every networking device is composed from two layers - data plane and
control plane. The control plane provides logical decisions about how to process traffic while
the data plane does the actual processing. Basic functions of these layers are explained below.

Control plane functionality

The control plane is a layer responsible for making decisions about how to process and
forward traffic. It typically includes functions such as routing protocols, topology discovery,
security, etc. The configuration of these functions is then translated to instructions for the data
plane layer.

Data plane functionality

The data plane, also called the forwarding plane, is a network layer responsible for fast and
efficient processing and forwarding of network traffic. Every device connected to a network has
a data plane. The data plane contains of processing pipeline which consists from packet level
primitives defining the steps for traffic handling. These can include:

1. Parsing - reading of the message header fields, such as MAC and IP addresses, used
protocols, etc.

2. Classification - comparison of the parsed fields with rules provided by the control layer
and handling the traffic according to the result, for example dropping traffic from an
unknown network.

3. Modification - any message modification, such as decreasing the Time To Live (TTL) or
changing Virtual Local Area Network (VLAN).

4. Deparsing - writing the message header fields to the output buffer.

5. Forwarding - message transmission.

The data plane is implemented in a sequence of so-called match-action tables. The match
corresponds to the classification step and the action corresponds to the modification and (or)
forwarding step. The match-action concept represents low-level primitives and it is easy to
implement on hardware, thus providing high performance [7]. The concept is explained in
more detail in Section 3.2.2.

Network programmability

Network programmability is a concept originating in 1990s [8], but becoming more widely
used around 2010 with the success of the OpenFlow protocol in backbone networks [9]. Tradi-
tional network devices have fixed control and data planes which do not allow functions modi-
fication beyond software configuration. Network programmability, on the other hand, enables
modification of control and data planes to achieve custom traffic processing which can dynam-
ically adapt to changing (network) conditions.

The network programmability types, ignoring the unsuccessful attempts such as active net-
working, can be classified into three paradigms: SDN, P4 and eBPF, which are briefly described
below as they are all relevant for the CPN.
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3.2.2 Software Defined Networking (SDN)

SDN is based on the separation of control and data planes, where the control plane is
moved to a centralized device called SDN controller. It became popular with the adoption of
the OpenFlow protocol which defines the data plane, control plane and the communication
between them via a so-called southbound interface. The OpenFlow protocol became a norm,
and it is included in Open vSwitch (OvS) [10], which is part of the Linux kernel from version
3.3 [11], making it usable on any Linux device.

SDN does not support full data plane programmability as the processing pipeline must follow
pre-defined structures (flow tables) and processing logic must correspond to the match-action
fields defined by the OpenFlow protocol.

While the flow tables allow relatively enough flexibility as the tables can be chained, searched
in parallel, executed in groups or placed in specific locations (ingress and egress tables), the
strictly defined match fields pose a more significant restriction as only well-used network proto-
col header fields are defined. This for example means, that while MAC and IP addresses can be
matched, no header fields of industrial protocols could be used for classification or modification
as they are not included in the OpenFlow standard.

On the other hand, SDN can be easily implemented on any device running Linux via a
software switch like OvS (although without the hardware support, performance will be lower).
There are also already existing industrial proprietary solutions utilising OpenFlow for configu-
ration and management of critical infrastructure such as the SEL-5056 Flow Controller [12].

The CPN architecture will follow the three layer SDN architecture with southbound and
northbound APIs as shown in Figure 3.3, but will not utilize the OpenFlow protocol for the
implementation of PDP due to its limitations.
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Figure 3.3: SDN architecture

The match-action concept in CPN

SDN introduced the concept of “match-action” which refers to the fundamental mechanism
used by the SDN controller to direct network switches on how to handle packets. OpenFlow
uses match-action tables to implement programmability using a simple logic which can be easily
translated into the networking device architecture and hardware accelerated. This concept is
in some form used in all network programmability paradigms.
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A set of match-action entries specify how packets matching an entry should be handled.
This set will be present in the table at run time. Every entry consists of:

e Match - a pattern that encodes a predicate on packet headers, for example based on
source MAC address and incoming port number.

e Action - a list of actions that encodes a function on packet headers, for example forward
to port number 5).

e Priority (optional) - a number that is used to differentiate between rules with overlapping
match patterns.

e Statistics (optional) - a set of counters that log various parameters, for example the total
number and total size of packets processed using the entry.

The match-action mechanism in SDN compares incoming packets against predefined criteria
and executes specific actions based on the comparisons. This process allows for dynamic,
programmable network management by directing how packets are handled, such as forwarding,
dropping, or modifying them, based on real-time or policy-driven decisions. The workflow of
match-action table in SDN is as depicted in the Figure 3.4.

Southbound Interface

_________________________________________________
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Figure 3.4: Workflow of the match-action concept in the CPN

3.2.3 Programming Protocol-independent Packet Processors (P4)

P4 is a language for data plane processing definition which brought full programmability
of the match-action tables via custom parser and deparser, while keeping the data and control
plane separation [13|. P4 architecture also utilizes parallelism and support of hardware chips
such as Application-Specific Integrated Circuit (ASIC) to achieve high performance. P4 is
suitable for implementing highly specific functionality including processing of OT protocols,
but it requires support of the underlying hardware and is currently supported only on a limited
number of networking devices (switches) and cannot be deployed on end devices (there is no
Linux kernel support). The limitation in pre-defined set of actions like in the OpenFlow protocol
is valid for P4 as well [14].
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